ePROCUREMENT – GLOSSARY

e-Procurement : Electronic tools that support and expedite the transactional purchasing process. Through e-Procurement, buyers search electronic catalogs (e-Catalogs) to find needed items, place requisitions, route for approval, and send to suppliers for fulfillment. 

Audit Trail : An audit trail can be defined as the result of monitoring each operation on information. It is a chronological record of activities occurring in the system, created immediately concurrent with the user. 

Controller of Certifying Authorities (CCA) : The IT Act provides for the Controller of Certifying Authorities (CCA) to license and regulate the working of Certifying Authorities. 
The CCA certifies the public keys of CA’s using its own private key, which enables users in the cyberspace to verify that a given certificate is issued by a licensed CA. 
For this purpose it operates, the Root Certifying Authority of India (RCAI). 
The CCA also maintains the National repository of digital certificates (NRDC), which contains all the certificates issued by all the CAs in the country.

Certification Authority (CA) : A trusted organization that issues digital Signature Certificates and associated private keys. It may also undertake the role of Registration Authority (RA). 
A CA performs the following functions: 
(a) 
Reliably identify persons applying for key certificates (signatures); 
(b) 
confirm the attribution of a public signature key to an identified physical person by means of a digital signature key certificate; 
(c) 
Issue Digital Signature Certificates and Certificate Revocation Lists (CRL); 
(d) 
Always maintain online access to the Digital Signature Certificates and 
CRLs; 
(e) 
Take measures to operate its infrastructure in conformance with the IT Act, Rules, Regulations and Guidelines: also as per its approved CSP (Cryptographic Service Provider); 
(f) 
Provide the desired level of assurance for its various classes of certificates to its subscribers and relying parties; undertake liability as per its approved CSP.

Digital Signature Certificate (DSC) :  A Digital Signature Certificate is an electronic signature that can be used to authenticate the identity of the sender of a message or the signer of a document, and possibly to ensure that the original content of the message or document that has been sent is unchanged. Digital signatures are easily transportable, cannot be imitated by someone else, and can be automatically time – stamped. 

Workflow :  The path in the linked flow of activities with a specific start and finish that describe a process. It is the order in which specific work is performed. 

Role : Normal or customary activity of a person in a particular business / organizational setting. 

Works :  The total work involvement in a construction contract as per a contract schedule. 

Goods : The engagement for procurement of goods as per a contract schedule.

PDF (Portable Document Format) :  PDF (Portable Document Format) is a file format that has captured all the elements of a printed document as an electronic image that one can view, navigate, print, or forward to someone else. PDF files are created using Adobe Acrobat, Acrobat Capture, or similar products. To view and use the files, one needs the free Acrobat Reader, which one can easily download. Once one has downloaded the Reader, it will start automatically whenever you want to look at a PDF file. 

Services : The engagement for procurement of services as per a contract schedule. 

CRL: In Public Key Infrastructure (PKI) system, a Certificate Revocation Lists (CRL) is a list of certificates (more accurately: their serial numbers) which have been revoked, are no longer valid, and should not be relied on by any system user.

CPS: Certification Practice Statement (CPS) is a statement of the practices which a certification authority employs in issuing certificates (includes implementation details)

Cipher Strength/Encryption Level

What are Cipher Strength and Encryption Level?
The Cipher Strength or Encryption level is referring to the encoding ability of the Browser to prevent unauthorized access to data especially during transmission. Most Secure Sites (Such as our eProcurement system) require the maximum level of 128 bit.

How do you check your browser's Encryption Level?
If using Microsoft Internet Explorer: 
1. Run Internet Explorer 

2. Help ( About Internet Explorer 
3. Look at the second line information. (If the Cipher Strength is less than “128-bit”, you will need to update your browser software) 

An e-Token - What is it?
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An e-Token, pictured above, is a USB security token that provides individuals with an extremely-secure, digital credential for conducting trusted activities via the global Internet. 

The person to whom the credential has been assigned uses the token to identify his or herself to relying parties 
1. by inserting the token into the USB port of a computer and, 
2. when prompted, entering an activation password known only to the credentialed individual. 

What is an Active X Control?
An Active X control can be defined as a small applet or software component that can be reused over and over again. These encapsulated software programs or applets can either be visual or non visual. They are easy to create and can be included in many applications that run on the Windows platform.

e.g.) Dropdown List Box in MS Access / Visual Basic

what is SSL (Secure Sockets Layer)
SSL or Secure Sockets Layer is a security protocol created by Netscape that has become an international standard on the Internet for exchanging sensitive information between a website and the computer communicating with it, referred to as the client. 

SSL technology is embedded in all popular browsers and engages automatically when the user connects to a web server that is SSL-enabled. It's easy to tell when a server is using SSL security because the address in the URL window of your browser will start with https. The "s" indicates a secure connection.

When your browser connects to an SSL server, it automatically asks the server for a digital Certificate of Authority (CA). This digital certificate positively authenticates the server's identity to ensure you will not be sending sensitive data to a hacker or imposter site. The browser also makes sure the domain name matches the name on the CA, and that the CA has been generated by a trusted authority and bears a valid digital signature. If all goes well you will not even be aware this handshake has taken place.

Once the handshake is completed, your browser will automatically encrypt all information that you send to the site, before it leaves your computer. Encrypted information is unreadable en route. Once the information arrives at the secure server, it is decrypted using a secret key. If the server sends information back to you, that information is also encrypted at the server's end before being sent. Your browser will decrypt it for you automatically upon arrival, then display it as it normally does.

For those running a secure server it is also possible to authenticate the client connecting to the server to ensure, for example, that the person is not pretending to be someone who has been granted restricted access. Another feature of SSL technology is the ability to authenticate data so that an interceder cannot substitute another transmission for the actual transmission without being detected.

Though SSL makes exchanging sensitive information online secure, it cannot guarantee that the information will continue to be kept secure once it arrives safely at the server. For assurance that sensitive information is handled properly once it has been received, you must read the site's privacy policy. It does little good to trust your personal data to SSL, if the people who ultimately have it will be sharing it with third parties, or keeping it on servers that are not bound by restricted access and other security protocols. Therefore it is always wise to read any site's privacy policy, which includes security measures, before volunteering your personal information online. 

Class-1 Certificates

Class-1 Certificates are personal email Certificates that allow you to secure your email messages. These Certificates can be used to:

Digitally sign email - You can digitally sign your email messages using TCS-CA Personal Digital Certificate so that the recipient is assured that the email has come from you.

Encrypt email - You can encrypt emails using TCS-CA Personal Digital Certificate to prevent unauthorized people from reading it.

Authenticate to Web Servers - You can authenticate yourself to a Web Server to engage in secure communication with Web Server using TCS-CA Personal Digital Certificate. This protects all information such as credit card details that you send to the Web Server.

Class-1 Certificates however, do not facilitate strong authentication of the identity of the Subscriber; hence are not intended for, and shall not be relied upon, for commercial use where proof of identity is required.

Class-2 Certificates
Class-2 Certificates are issued as Managed Digital Certificates to employees/ partners/ affiliates/ customers of business and government organizations that are ready to assume the responsibility of verifying the accuracy of the information submitted by their employees/ partners/ affiliates/ customers.

Class-2 Certificates are issued following a top down approach. The entire organization is treated as a Sub-CA/RA. The organization is given a Digital Certificate signed by TCS-CA to initiate the process of issuing Certificates to its employees/ partners/ affiliates/ customers. The Sub-CA/RA in turn requests the issue of Digital Certificates for employees/ partners/ affiliates/ customers of the organization from TCS-CA. In the case of a Class-2 Certificate, the verification of details supplied with the request for a Digital Certificate is done by the organization appointed as a Sub-CA/RA under the TCS-CA Trust Network.

Class-2 Certificates issued under the TCS-CA Trust Network are legally valid under the Indian IT Act 2000.
Class-3 Certificates 

Class-3 Certificates are issued to individuals, companies and government organizations. They can be used both for personal and commercial purposes. They are typically used for electronic commerce applications such as electronic banking, electronic data interchange (EDI), and membership-based on-line services, where security is a major concern.

The level of trust created by the Digital Certificate is based on the authentication procedures used by the CA to verify your identity and the service guarantees offered by the CA to back up that authentication.

TCS-CA uses various procedures to obtain evidence of your identity before issuing you the Class-3 Certificate. During verification, you will also need to be physically present before a Registration Authority (RA), qualified by TCS-CA due to their neutrality and reliability. These validation procedures provide stronger assurances of an applicant's identity.

Class-3 Certificates issued by the TCS-CA are legally valid under the Indian IT Act 2000. 

Encryption

In cryptography, encryption is the process of transforming information (referred to as plaintext) using an algorithm (called cipher) to make it unreadable to anyone except those possessing special knowledge, usually referred to as a key. The result of the process is encrypted information (in cryptography, referred to as ciphertext). In many contexts, the word encryption also implicitly refers to the reverse process, decryption (e.g. “software for encryption” can typically also perform decryption), to make the encrypted information readable again (i.e. to make it unencrypted).

Encryption – Symmetric vs. Asymmetric
Encryption schemes are categorized as being symmetric or asymmetric. 
Symmetric key algorithms such as Blowfish, AES and DES, work with a single, prearranged key that is shared between sender and receiver. This key both encrypts and decrypts text. 
In asymmetric encryption schemes, such as RSA and Diffie-Hellman, the scheme creates a "key pair" for the user: a public key and a private key. The public key can be published online for senders to use to encrypt text that will be sent to the owner of the public key. Once encrypted, the cyphertext cannot be decrypted except by the one who holds the private key of that key pair. This algorithm is based around the two keys working in conjunction with each other. 
Asymmetric encryption is considered one step more secure than symmetric encryption, because the decryption key can be kept private.

A type of encryption where the same key is used to encrypt and decrypt the message. This differs from asymmetric (or public-key) encryption, which uses one key to encrypt a message and another to decrypt the message. 

SHA hash functions

The SHA hash functions are five cryptographic hash functions designed by the National Security Agency (NSA) and published by the NIST as a U.S. Federal Information Processing Standard. SHA stands for Secure Hash Algorithm. Hash algorithms compute a fixed-length digital representation (known as a message digest) of an input data sequence (the message) of any length. They are called “secure” when (in the words of the standard), “it is computationally infeasible to:

1. find a message that corresponds to a given message digest, or 

2. find two different messages that produce the same message digest. 

Any change to a message will, with a very high probability, result in a different message digest.”

The five algorithms are denoted SHA-1, SHA-224, SHA-256, SHA-384, and SHA-512. The latter four variants are sometimes collectively referred to as SHA-2. 
SHA-1 produces a message digest that is 160 bits long; the number in the other four algorithms' names denote the bit length of the digest they produce.

SHA-1 is employed in several widely used security applications and protocols, including TLS and SSL, PGP, SSH, S/MIME, and IPsec. It was considered to be the successor to MD5, an earlier, widely-used hash function.

